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APPENDIX K

COMMUNICATIONS CHECKLIST

1. Unit inspected:_________________________________

a. Date inspected:______________________________

b. Name of inspector:___________________________

c. Unit of inspector:____________________________

d. Date of Outbrief:____________________________

                                                                                                                         Points                    Points

2.
Areas Inspected                                                                                   Possible                Received
Signal Management                                                                       150

Operator PMCS and Training                                                        250

Controlled Cryptographic Items (CCI)                                          400

Telephone Control                                                                         200

3.
TOTAL POINTS                                                                     1000

4. An overall score of 90% or above will receive a rating of TRAINED (T).  A score of 

70-89% will be rated NEED PRACTICE (P).  And, an overall score of 69% or below will be rated UNTRAINED (U).
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APPENDIX K

SIGNAL MANAGEMENT

A general inspection of the shop operations and appearance of the equipment.

                                                                                                     Points                    Points

                                                                                                   Possible                Received

1. Does the Communications/Signal SOP reference areas 

such as responsibility, maintenance, and training?                         30

2. Are publications available for all on-hand equipment?

If not, are the publications properly ordered?                                 20

3.
Is equipment complete and operational?                                    25

4. Are scheduled maintenance services performed IAW

appropriate equipment publications?                                               20

5.
Are vehicle radio systems properly installed and secured?        30

6.
Is equipment free of frayed, torn or broken cables and

components?                                                                                    25

                                                                    TOTAL                     150

COMMENTS:
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APPENDEX K

OPERATOR PMCS AND TRAINING

This area focuses on the operator’s ability to initiate, load, operate, and shut-down the SINCGARS system.  Also, this area is a commander’s tool to SINCGARS training.  Since radio checks are no longer required to periodically check the equipment’s operational status, as with the VRC-12 radios checks have been replaced with operator training.

                                                                                                     Points                    Points

                                                                                                   Possible                Received

1. Are operators familiar with start-up procedures for the

SINCGARS?                                                                                   50

2. During start-up procedures, do operators have the 

Operator’s Pocket guide, TM 11-5820-890-10-6 available?          30

3. Are operators able to properly load all required data from

the ANCD to the SINCGARS?                                                       45

4.
Are operators familiar with Frequency Hopping?                      25

5. Are operators familiar with shut-down procedures for the

SINCGARS?                                                                                   40

6. Does the unit have a SINCGARS training program estab-

lished for initial, refresher, and substainment training?                  60

                                                                            TOTAL              250
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CONTROLLED CRYPTOGRAPHIC ITEMS (CCI)

                                                                                                     Points                    Points

                                                                                                   Possible                Received

1. Does the unit have a CCI SOP or is CCI addressed in

another SOP (i.e. COMSEC or Garrison SOP)?                             40

2. Does the SOP outline the procedures for physical protection

and control of access to CCI?  (Para 8-3, 8-4, 8-5 AR 380-40)      30

3. Are the commander’s responsibilities outlined in the SOP

for CCI access discrepancies?  (App B, DA Pam 25-380-2)          25

4. Are requirements for transporting CCI outlined in the SOP?

(Para 2-8, DA Pam 25-380-2)                                                         20

5.
Does the unit have access to the following publications?          30

a. AR 190-51, Security of Army Property at Unit

and Installation Level. 

b. AR 710-2, Supply Policy Below the Wholesale

Level, Supply Update.

c. AR 190-11, Physical Security of Arms, Ammunition,

and Explosive.

7. Is KEYED CCI equipment protected IAW the level of

classification assigned?  (Para 8-2, 8-4, AR 380-40)                      30

7. Is unkeyed CCI stored under double barrier protection 

rules?  (Para 3-6c (1) (a), AR 190-11)                                             40

8. When installed in an operational configuration in a vehicle

Does the CCI meet required security standards?

(Para 3-5d, e, & f, AR 190-51; Para 2-14e (4), AR 380-40)           50
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APPENDIX K

CONTROLLED CRYPTOGRAPHIC ITEMS (CCI)

                                                                                                    Points                    Points

                                                                                                   Possible                Received
9. Does the unit maintain proper accountability in the 

Handling and storage of the STU-III Master CIKs?                       25

10. Are the Master CIKs stored in a GSA approved

Security container?  (Para 2-14, AR 380-40)                                  30

11. Does the unit SOP contain instructions for the

protection of SINCGARS as CCI?                                                  25

12. Are keying devices, KYK-13, KYX-15A and ANCD

zeroed before storage?  (Para 5.8..3a (2), TB 380-41)                    25

13. Is the unit familiar with the security needs for the

Automated Net Control Device (ANCD), AN/CYZ-10?                30

                                                                            TOTAL              400

COMMENTS:
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TELEPHONE CONTROL (USAREUR Reg 25-22)

                                                                                                     Points                    Points

                                                                                                   Possible                Received
1.
A principal and alternate Telephone Control Officer 

(TCO) are appointed in writing and maintained on file?                20

2.
USAREUR Reg 25-22 is on-hand?                                            30

3.
AE form 25-22C-R (Commercial Telephone Log/

Report) is used IAW Appendix G.                                                  40

4. All Official Commercial Telephones (OCTs) have a

locking device as required by para 19b, page 15.                           25

5. Telephone calls are kept below the authorized unit limit

established in para 23rd, page 18.                                                    30

6. OCT controllers review USAREUR Reg 25-22 at least

semi-annually.                                                                                 30

7. Each month AE form 25-22C-R is signed and maintained

by the OCT controller for future review.                                        25

                                                                           TOTAL              400

COMMENTS:
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