COMMAND INSPECTION PROGRAM EVALUATION
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COMMAND INSPECTION PROGRAM EVALUATION

CHECKLIST

EVALUATION CRITERIA

A.  EVALUATION CRITERIA

1.  Unit Inspected___________________________

     a.  Date Inspected:_______________________

     b.  Name of Inspector:____________________

     c.  Unit of Inspector:______________________

     d.  Date of Outbrief:______________________

2.  Areas Inspected                                               GO’s Possible


GO’s Received

Required Regulations                                           11

Security Manager                                                 10

Classified Material                                                6

Reproduction                                                        7

Prevent Compromise of Classified Info                1

Disposal of Classified Information                        1

Safekeeping of Classified Information                  15

Security Education                                               7

Personnel Security / Folders                                22

Key Control                                                          11                                             

Courier Cards                                                       16

Transmission of Classified Information                 4

3.  TOTAL GO’s / Possible GO’s                                    / 111

4.  An overall score of 90 percent or above will receive a rating of Trained/Commendable.  A score of 70-89 percent will be rated Practice/Satisfactory.  An overall score less than 70 percent or below will be rated Untrained/Unsatisfactory.

5.  A NO-GO in any of the critical areas which are identified in BOLD will result in an untrained rating.  

COMMAND INSPECTION PROGRAM 

CHECKLIST

INSPECTION CRITERIA
B.   REQUIRED REGULATIONS AND DOCUMENTS   


1.  Does activity hold a current edition of:

a.    95th MP BN (21ST TAACOM) Command Security Check List.   

____


b.     AR 380-67, DA Personnel Security Program Regulation, 09 SEP 88.
____

 
c.     AR 380-5, DA Information Security Program Regulation, 25 FEB 88.
____

d.  UR 381-12, Subversion And Espionage Directed Against U.S. ARMY
____ 

  15 JAN 93.

e.   USAREUR Suppl 1, to AR 380-67, 20 JAN 94.                                     
____

f.  USAREUR Suppl 1, to AR 380-5, with chgs.                                        
____


g.    UR 604-1, Foreign National Screening Program, 27 JAN 94.


____ 

h.   Commanding Generals Memorandum, 

     Subj.: Reporting Credible derogatory information, 19 Sep 95.   

____        

i. DA, DAMI-POC MSG 101800Z ,OCT 95

      Subject: Change to Security Classification Markings.



____

J.    AR 190-51, Security of Unclassified Army Property, 30 SEP 93.
____

k.    AR 25-400-2, Modern Army Record Keeping System 

     (MARKS) 25 FEB 93.                                                                   
____

 



TOTAL
____

COMMAND INSPECTION PROGRAM EVALUATION 

CHECK LIST
C.  SECURITY MANAGER 
1.
Has the commander appointed in writing




____

      (IAW ref. c,  para 13-304) a Security Manager?

2.
Is the security manager in the grade of E-7/GS09 or above? 


____

      (ref. f, para 13-304a1).

3.
Does the security manager have on file documented annual evaluations of 



      his/her unit?   (ref. f, para 13-304, cl(h)).

ENTRY & EXIT INSPECTION PROGRAM




____

1.
Has the security manager implemented an Entry / Exit Inspection Program 

      IAW (Ref. c, para 5-300, 5-301, 5-302 and 5-303)




____

2.
Are inspections being conducted at least once every 3 months for 1 hour?

      (Ref. f, para 5-300e)                                                                                        

____  

3. Is  the intent of theEntry and Exit Inspection Program addressed? 

    (AR 380-5. para 5-300)
____

4. Are procedures addressed that inspectors should follow if individuals 

     attempt to remove classified material without authorization? (AR 380-5, para 5-300)
____

5.  Are there quarterly records of Entry and Exit Inspections maintained on file 

    and forwarded  to higher Headquarters in a timely manner?

    (AR 380-5. para 5-300)
____

6.  Are the results from the last security manager evaluation on hand? 

    (AR 380-5, para 5-301)
____

7.  Are there any reoccurring deficiencies? (AR 380-5, para 5-301)
____

                                                                                                                    TOTAL           
____

D.  PROPERLY MARKED CLASSIFIED MATERIAL                                             

1.
Are documents to include working papers contained in GSA containers?

____


a.  Properly marked: i.e.. classification markings, warning notices, 

           downgrading instructions etc.  (Ref. c, para 4-200 and Ref. f, para 4-200).

____






      b.  Does the classified by line identify the classification authority?
     

           (Ref. h, para 4)




____


      c.  Are the “Reason(s)” for classification reflected on line 2?
    


    (Ref. h, para 4)




____


d.  Is the “Declassify On: line 3, properly annotated?
     


     (Ref. h, para 4)




____

2.
Are markings applied to special types of classified materials, 

      such as, diskettes, charts, maps, drawings, photographs, films,

      slides, recordings and transparencies, microfilm, and 

     microfiche. etc.? (Ref. c, para 4-301).




____

       



TOTAL
____


 REPRODUCTION                                                                                                                                   
1.
Is copying of classified information kept to an absolute minimum? 

(Ref. c, para 7-305).




____

2.
Are specific individuals authorized to reproduce classified material 

      designated in writing? (Should be the security manager). 

      (Ref. c, para 7-305).




____

3.
Has specific reproduction equipment been designated for copying 


      classified material? (Ref. c, para 7-305).




____


4.
Are the rules for reproduction of classified material posted in plain view, 

      vicinity of reproduction equipment?  (Ref. c, para 7-305 c).




____

5.
Are notices prohibiting classified reproduction posted on equipment,

      that is not approved for reproduction of classified material?

      (Ref. c,  para 7-305 d).




____

6.
Are copies of classified documents subject to the

      same controls as the originals?  (Ref. c, para 7-305 f). 




____

7.  Has a Copy Machine Production Log (DA Form 4575-R) been maintained 

     for each copier?   (Ref. f, para 7-305c) 




____                                                                                   






TOTAL 

____

F.  PREVENT COMPROMISE OF CLASSIFIED INFORMATION
                  
1.
Are personnel aware of the procedures to follow in the event of discovering 

      a practice dangerous to security, a security violation or an actual or  

      possible compromise?  (Ref. c, para 6-103).




____

G.   DISPOSAL AND DESTRUCTION OF CLASSIFIED INFORMATION 



1.
Are all personnel aware of the procedures to follow to dispose 

      of classified material?  (Ref. c, para 9-101, app K).




____




TOTAL  

____


H.    SAFEKEEPING AND STORAGE OF CLASSIFIED INFORMATION


1.    Do security containers for storage and protection of classified material 

       meet GSA standards? (Ref. c, app 1).




____

2.
Are reversible “OPEN - CLOSED”  signs being used on each security 

      container or vault in which classified information is stored? 

      (Ref. c, para 5-202, 5,b) 




____

3.
Are combinations to security containers changed at least annually -



and as otherwise required? (ref. c, para 5-104).




____

4.
Are records of combinations recorded on the SF 700, assigned a

      security classification equal to the highest category of information stored 

      in the container? (Ref. c, para 5-104).




____ 

5.
Are the combinations to the security containers kept at the 


next highest HQ?




____


6.
Are procedures for end-of-day security checks established in offices handling
 

      classified material (SF 701 & SF 702 ?)  (Ref. c, para 5-202).




____


a.  Is the SF 702 being used in each instance the security container 

           is opened or closed?  




____


b.  Is the SF 702 checked on a daily basis even if the containers is not opened?

           (Duty days only)




____

    
c.  Is the SF 702 being retained 24 hours after the last entry?




____

7.
Have emergency evacuation and destruction plans been developed and posted?

      (Ref. c, para 5-203).




____

8.
Are emergency destruction plans tested once a year?  (ref. f, para 5-203).

____

9.  Do all personnel having access to security containers know the emergency 

     evacuation procedures for the containers?  (Ref. f, para 5-203)     



____
  

10
Are field safes or one-drawer security containers  fixed to a solid, 

     permanent fixture when used to store classified information?

    (ref. c, para 5-102).




____

11.  Are proper cover sheets used to protect documents  when out of file? 
  

      (Ref. f, para 4-205).




____

12.
Are all classified records, files and documents set up IAW MARKS?

 (Ref. j, para 1-6 (2)).                                                                                           

____

.

TOTAL 

____

I.    SECURITY EDUCATION

1.
Has a program been established for administering initial security indoctrination


briefing for individuals new to the command?  Is a record kept in the individuals


security file IAW (Ref. b, para 9-201,a)




____
2.
Has a security education program been established? 

      (Ref. c, para 10-101).




____

3.
Is the local MI DET conducting annual SAEDA briefings? If no, is a waiver from 


      the serving CI unit on file? (ref. d, para 6(3). 




____

4.
Is the unit on schedule with the requirement to have 100% of personnel

____

      briefed on SAEDA annually?  (ref. d, para 6a).

5.  Has the security manager kept a record of the quarterly security reminders

     on file?  (Ref. d, para d (3)).




____

6.
Have all personnel cleared for access to classified information  been

      given an initial security briefing?  (Ref. b, para 9-201)




____

7.  Upon termination of employment , administrative withdrawal, revocation or

      absence from duty in excess of 60 days are all personnel given a termination

      briefing and execute a security termination briefing 

      statement, DA Form 2962 ?  (Ref. b, para 9-204, a)




____




TOTAL 

____

J.   PERSONNEL SECURITY

1.
Does the unit have on hand a updated security clearance 

      access roster (SCAR)?  (Ref. e, para 7-104).




____


2.
Does the SCAR address the following areas:




____


a.  Name                                            




____


b.  Rank




____


c.  SSN




____


d.  Type of clearance/level of access




____


e.  PSI/PSI date




____


f.   PR/ date of expiration




____

3.   Is credible derogatory information applicable to para 2-200 criteria 

      reported to CCF ? ( Ref. b, para 6-102)




____

4.   Is there proof that credible derogatory information is 

      properly reported to Commander Central Clearance Facility 

      on all personnel? (Ref. b, para 8-101). 




____

5.   Do all personnel assigned and attached inprocess and out process

      S-2/SPO or Intelligence and Security Division?




____

6.
Does the security manager maintain a current listing of sensitive 

     civilian positions by position number, job title, sensitivity,

     and level of access required?  ( Ref. b, para 3-102)
 



____

7.
Are sensitivity levels included on SF-52B (Request for Personnel Action) 

      and verified by the security manager before civilian recruitment 

      action is made?  (Ref. e, para 3-101)




____

8.
Are “Waivers for investigative Requirements” prepared and submitted to 

      CPO  by the unit/organization prior to entry on duty for Emergency Interim 


Security Clearances (EISC’s) ?  (Ref. e, para 3-204)




____

9.
Does the security manager submit and monitor requests for LAA IAW Ref. b, 

      3-403 and Ref. e, App N.)




____

10. Does the security manager maintain a record of all Limited Access 


Authorization (LAA) personnel to include level of access, date granted 


and expiration date etc.? (Ref. b, para 3-403, b and USAREUR Supp 1

      to AR 380-67 and Appendix K)




____

11.  Have ADP positions been designated as category I, II and III?






      (Ref. b, para 3-614 and Appendix K)




____

12.  Is the NAC portion of the NACI completed prior to appointment to non-critical


 sensitive positions? (Ref. b, para 3-202)




____

14.
 Are SSBI’s completed prior to appointment to critical sensitive positions?


 (Ref. b, para 3-203)




____

15.
 Do any personnel have interim Top Secret based on submission of an SSBI


 and whose NAC, ENTNAC, or NACI is over five years old? (Ref. b, para 3-401)
____

                                                                                                       



TOTAL
____

PERSONNEL SECURITY FOLDERS INSPECTION CHECK LIST
1.
Does the folder you are checking contain the following: 


a.  A copy of the DA Form 873, certificate of clearance.




____


b.  A clearance control record.




____


c.  Local records checks MP, CPO, PAC, MED. SECTY.




____


d.  SF 312 Nondisclosure agreement.




____


e.  Investigative forms SF 86.




____

 
f.   Documents to establish citizenship


.

____   

     
g.  Documents relating to on going security actions.




____


h.  NATO Briefing,  DA Form 2543.




____


i.   SAEDA Briefing, AE Form 381-12A




____

                                                                                                                        TOTAL
____

K.
KEY CONTROL
1.
Has a key control custodian and alternate been appointed in writing 


and listed  on an access roster?  (Ref. J, App D, D-2, A and D-2d)


____

2.
Are there individuals designated to issue, receive, and account for


 keys in  the absence of the custodian and alternate and do they


 clearly understand the local key control procedures?


 (Ref. J, App D, D-2.b)




____

3.
Does the key custodian maintain a Key Control Register (DA Form 5513-R)


 to ensure continuous accountability for keys and locks? 


 (Ref. J, App D. D-2.c)




____

4. 
 Is the key control register kept in a locked container that does


 not store classified material?  (Ref. J, App D-3)




____

5.  Are keys signed out to authorized personnel on a key register 


(DA Form 5513-R)?  (Ref. J, App D, D-3)




____

6.  Is a lockable container such as a safe, filing cabinet, or a key depository

     made of at least 26-gauge steel, equipped with a tumbler locking device

     permanently affixed to a wall, used to secure keys?  (Ref. J, App D, D-4 a.)

____

7.  Is the key depository located in a room where it can be kept under 

     surveillance 24 hrs. a day, or in a room that can be locked during 

     non duty hours?  (Ref. J, App D-4, b.) 




____ 

8.  Are differences between the keys on hand and the key control

      register reconciled ?  (Ref. J, App D, D-6, a.) 




____

9.   Are padlocks and their keys inventoried by serial number semiannually,

     and is a written record kept till the next inventory ?

     (Ref. J, App D, D-6, b.)




____

10. Are master keyed or keyed alike padlocks forbidden from use?  

       (Ref. J, App D, D-5 a.)




____

11.  Are keys to Intrusion Detection Systems (IDS) and keys to Key

       containers  kept separate from other keys?  (Ref. J, App D, D-7, a.)
 






____



TOTAL 

____

L.  COURIER CARDS

1.  Are records kept of all classified material being hand carried?




____

    (Ref. C, para 8-300,e.)



2.  Is the hand carrying of classified material outside the US and on board US

     Flag commercial aircraft?   (Ref. C, para 8-301)




____

     a.  Limited to emergency situations, when the material is not available at 

     the destination?    




____

     b.  Approved only by the MACOM or Command Security Manager and authorized

     in writing?




____

3.  Are couriers of classified information:  (Ref. C, para 8-300)






     a.  Cleared to the level of material to be hand carried?




____

b.  Briefed by the security manager concerning his/her duties and procedures

   

          to be followed?




____

     c.  Designated in writing by the security manager using DD Form 2501?

____

4.  Are provisions for authorized storage of classified material made at all stops 

     enroute to the destination?  (Ref. C, para 8-300,a)




____

5.  Do personnel know how to properly package classified material before being 

     hand carried or sent through the US mail?  (Ref. C, para 8-200 a.)



____

6.  Are Courier Authorization Cards (DD Forms 2501) issued to authorized personnel

     when hand carrying classified information within the country of origin?

     (Ref. E, para 8-300)




____

7.  Does the security manager maintain on file a record of all courier briefing 

     statements for a period of 2 years?  (Ref. C, para 8-300f)




____

8.  Does the security manager maintain control over the Courier Authorization 

     Cards issued for courier duty within the organization?  

     (Ref. C, para 5-302,b,2)




____


9.  Is the Courier Authorization Card returned to the security manager after

     completion of each courier mission?  (Ref. E, para 8-300,a)




____

10.  Does a disinterested person within the organization conduct an annual 

       inventory of the DD Forms 2501?  (Ref. E, para 8-300e)




____

11.  Are couriers briefed in the use of AE Form 380-5E-R for hand carrying classified

       information aboard US Flag Carriers or across international borders?

       (Ref. C, para 8-300)




____





TOTAL
____

M.  TRANSMISSION OF CLASSIFIED INFORMATION

1.  Are classified document receipts (DA Forms 3964) included in SECRET packages

     returned through the mailroom or the US Postal Service?  (Ref. C, para 8-202,b)
____



2.  Does the security manager forward one copy of the 3964 back to the 

     sending activity? (Ref. C, para 8-202,b,4)




____

3.  Does the receiving command retain file copies of the DA Form 3964 as a record

     of receipt?  (Ref. C, para 8-200,b)




____

4.  Are all DA Forms 3964 (receipt for classified material) retained on file for two years?



     (Ref. C, para 8-202,c,3)                                                                                               
____

                                                                                                                    TOTAL
____

UNIT EVALUATED
_________________________

RATING:
_________________________

DATE:
_________________________

SECURITY MANAGER
_________________________

EVALUATED BY: 
_________________________

COMMENTS:_________________________________________________________________


____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________


 

USAREUR 190-13 Checklist for Arms Rooms and Motor Pool

1.  USAREUR Regulation 190-13, appendix F, will be used as the 95th Military Police Battalion Command Inspection Checklist for Arms Rooms and Motor Pools.

2.  Criteria for Trained/Practiced/Untrained will remain the same as the security portion;  90% or greater GO’s = Trained

70-89% = Practiced

less than 70% = Untrained

3.  The following items of USAREUR Reg 190-13 have been identified as critical tasks by the 95th MP BN S2 section:


a.  CONSTRUCTION #1:  Does the unit have a DA Form 4604-R that is not more than 5 years old in the arms room indicating the highest category of weapons/ammunition authorized for storage?


b.  ARMS ROOM KEY CONTROL #4 and 5:  Does the key and lock custodian maintain a record DA Form 5513-R identifying all keys and locks and combinations to locks used to secure arms room racks, containers, security chains and all replacement or reserve keys and locks?


Is a DA Form 5513-R used to ensure positive control keys and to establish responsibility for the custody of stored AA&E and is the DA Form 5513-R retained for 90 days when completed?


c.  IDS #1:  IS the arms room staffed, under constant surveillance (by individuals) or have an active IDS and checked by a security patrol (SDO, SDNCO or guard) at least once every 8 hours?


d.  MISCELLANEOUS #5:  Are monthly serial-number weapon inventories being conducted by an NCO, warrant officer, commissioned officer or DOD civilian appointed by the responsible officer and not by the same person in consecutive months?
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13

